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Overview

	1. Project outline – what and why

	Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. 



	


	2. Describe the information flow

	You should describe the collection, use and deletion of personal data here and it may also be useful to refer to a flow diagram or another way of explaining data flows – where you are getting the data from, where it will be stored and where it could be transferred to. You should also say how many individuals are likely to be affected by the project.

e.g. Data will be collected from research participants via online forms

↓

Data will be stored encrypted on departmental drives

↓

Pseudonymised dataset will be provided to Department X along with report

	


	3. Privacy law compliance

	Note: Data Protection legislation is relevant to any DPIA, and a DP compliance check should always be carried out. The Data Protection Officer will be able to advise you on the relevance of other privacy laws. 

	3.1 UK General Data Protection Regulation (UK GDPR) and Data Protection Act 2018 (DPA)

	
	Question


	Answer

	1.
	What personal data is going to be processed? See here for definition

	

	
	Principle 1 – Fairness, Lawfulness, Transparency


	

	2.
	Are you processing the personal data under Article 6 (1) (e) – task carried out in the public interest? If not, explain what other legal basis you rely on. 
	

	3.
	If special categories of personal data are going to be processed, are you (in addition to the Article 6(1) legal bases) relying on the legal basis in Article 9 (2)(j) – necessary for research in the public interest? 
Note – special categories of personal data are personal data consisting of information as to (a) the racial or ethnic origin of the data subject, (b) political opinions, (c) religious beliefs, (d) Trade Union membership, (e) physical or mental health, (f) sexual life, (g) genetic data and (h) biometric information.
	

	4.
	How are individuals being made aware of how their personal data will be used? If you supply participants with a PIS, please attach the PIS.
	

	
	Principle 2 – Purpose Limitation
	

	5.
	Does the project involve the use of existing personal data for new purposes?
	

	
	Principle 3 – Adequacy, Relevance, Data Minimisation
	

	6.
	What procedures will be in place for checking that the data collection procedures are adequate, relevant and not excessive in relation to the purpose for which the data will be processed?
	

	
	Principle 4 – Accuracy
	

	7.
	How will the personal data be checked for accuracy? 
	

	
	Principle 5 – Storage Limitation 
	

	8.
	Will there be set retention periods in place in relation to the storage of the personal data or are you applying the research exemption that the data are intended for future use? If so, is this included in your PIS?
	

	
	Principle 6 – Security 
	

	9.
	What technical and organisational security measures will be in place to prevent any unauthorised or unlawful processing of the personal data?
	

	10.
	Has the personal data been evaluated to determine whether its processing could cause damage or distress to data subjects?
	

	11.
	Will you be transferring personal data to a country outside of the European Economic Area?  If so where, and what arrangements will be in place to ensure that there are adequate safeguards over the data?
If you have answered ‘yes’ and provided an explanation of safeguards, a separate approval procedure is required involving the Head of School. Advise your supervisor to consult the Data Protection Officer for further guidance and to initiate the approval procedure.
	

	12.
	If the data will be anonymised, is it likely that a ‘motivated intruder’ will be interested in attempting re-identification by linking the data with other information available to them? Check the guidance for more information on the ‘motivated intruder’ test.
	

	A Data Protection compliance check has been carried out as part of this DPIA, the details of which are below  From this we have concluded: (state whether your project is data protection compliant)

…………………….



	3.4 Common Law duty of confidence

	Note: This only applies when you use, for example medical data or similar types of data that individuals would not expect to see disclosed. Describe how you have obtained consent.

	

	3.3 Human Tissue Act and the Medicines for Human Use (Clinical Trials) Regulations (if relevant)

	Note: This only applies to medical research. Describe how you have obtained consent. 

	


	4. Screening questions 

	 Explain what practical steps you will take to ensure that you identify and address privacy risks. Who should be consulted about potential risks (members of your research team, supervisor, research sponsor…)? Then list the risks identified under 5.

Answer the questions by ticking the box if ‘yes’.

	Will the project involve the collection of new identifiable or potentially identifiable information about individuals?
	☐

	Will the project compel individuals to provide information about themselves, i.e. where they will have little awareness or choice?
	☐

	Will identifiable information about individuals be shared with other organisations or people who have not previously had routine access to the information?
	☐

	Are you using information about individuals for a purpose it is not currently used for r in a new way, i.e. using data collected to provide care for an evaluation of service development.
	☐

	Where information about individuals is being used, would this be likely to raise privacy concerns or expectations, i.e. will it include health records, criminal records or other information that people may consider to be sensitive and private and may cause them concern or distress?
	☐

	Will the project require you to contact individuals in ways which they may find intrusive, i.e. telephoning or emailing them without their prior consent?
	☐

	Will the project result in you making decisions in ways which can have a significant impact on individuals, i.e. will it affect the care a person receives?
	☐

	Does the project involve you using new technology which might be perceived as being privacy intrusive, i.e. using biometrics, facial recognition or automated decision making?
	☐

	Is a service being transferred to a new supplier (re-contracted) and the end of an existing contract?
	☐

	Is processing of identifiable/potentially identifiable data being moved to a new organisation (but with same staff and processes)
	☐


	4. identification of risks

	Note: You should carry out the risk analysis using exactly the same methodology as you do for other project risks. Enter the key risks that have been identified, and the options for avoiding or mitigating those risks, into the table below. Below are some of the most common risks – choose from these and add any other risk that might be specific to your work. *


	Risk description

 
	*Options for avoiding or mitigating this risk
	Residual Privacy Risk after implementation of mitigation 

	
	
	High
	Medium
	Low

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


* For each privacy risk, there could be a number of options for avoiding or mitigating that risk. You should list all the options then consider the residual risk for each one
	5. Approval by academic supervisor (date and signature)

	


Example risks
i. Inadequate disclosure controls increase the likelihood of information being shared inappropriately.
ii. The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.
iii. New surveillance methods may be an unjustified intrusion on their privacy.
iv. Measures taken against individuals as a result of collecting information about them might be seen as intrusive.
v. Identifiers might be collected and linked which prevent people from using a service anonymously.
vi. Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.
vii. Collecting information, matching and linking identifiers or whole datasets might mean that you are no longer using information which is safely anonymised.
viii. Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.
ix. If a retention period is not established information might be used for longer than necessary.
x. Public distrust about how information is used can damage an organisation’s reputation and lead to loss of business.
xi. Data losses which damage individuals could lead to claims for compensation.
xii. Without proper security, the possibility of external unlawful access to the data such as hacking increases.
xiii. Even with proper security, a hacking attack is a possibility.
xiv. Since the European Court of Justice decision in July 2020, a special risk assessment is required for transfer of personal data in particular to the US but also to other non-EEA countries. Please assess how likely it is that despite the use of the Standard Contractual Clauses the data is likely to be accessed, for example under the Patriot Act in the US. If the answer to this question is 'yes', then draw your supervisor’s attention to the fact and ask them to get in touch with the Data Protection Officer. 
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